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DETAILED ACTION 
Election/Restrictions 

Restriction to one of tine following inventions is required under 35 U.S.C. 121 : 

Group I. Claims 1-15, drawn to "a method for providing secure information 
by regenerating a new encryption key", classified in class 380, 
subclass 44. 

Group II. Claims 16-20, drawn to "a method for authenticating one system 
node to another system node", classified in class 713, subclass 
169. 

Group III. Claims 21 and 22, drawn to "a method for validating data by 

comparing the decrypted data with a data record in a destination 
node", classified in class 713, subclass 161. 

Group IV. Claims 23-29, drawn to "a method for synchronizing one node to 
another node by aligning the authentication keys of a user and a 
central authority node", classified in class 380, subclass 260. 

The inventions are distinct, each from the other because of the following reasons: 
Inventions of Group I, Group II, Group III and Group IV are related as 
subcombinations disclosed as usable together in a single combination. The 
subcombinations are distinct from each other if they are shown to be separately usable. 
In the instant case, invention Group I has a separate utility such as generating a new 
encryption key based on an encryption key, an encrypted data and a hash vector. The 
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invention Group II has a utility for generating an encryption key at a node by starting a 
daemon at each node to regenerating a new authentication key with an authentication 
key, an auxiliary key, and a hash vector based upon an authentication key, and 
maintaining a corresponding number-regeneration-counter at each node. The invention 
Group III has a utility that compares a decrypted received data with a data record. The 
invention Group IV has a utility for comparing a central authority authentication key 
number regeneration count to a user authentication key number regeneration count. 
Each of the aforementioned utility of each invention is different from the utility of any 
other invention and has nothing to do with the other inventions. See MPEP § 806.05(d). 

Because these inventions are distinct for the reasons given above and have 
acquired a separate status in the art as shown by their different classification, restriction 
for examination purposes as indicated is proper. 

Because these inventions are distinct for the reasons given above and the 
search required for Group I is not required for Group II, III, or IV, restriction for 
examination purposes as indicated is proper. 

Because these inventions are distinct for the reasons given above and have 
acquired a separate status in the art because of their recognized divergent subject 
matter, restriction for examination purposes as indicated is proper. 

During a telephone conversation with Mr. Robert W. Becker, Registration 
Number 26,255, the applicant's representative, on April 17, 2008 a provisional election 
was made with traverse to prosecute the invention of Group I, claims 1-15. Applicant in 
replying to this office action must make affirmation of this election. Claims 21-29 are 
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withdrawn fronn further consideration by the examiner, 37 CFR 1 .142(b), as being drawn 
to a non-elected invention. 

Claim Objections 
Claims 1, 6-10 are objected to because of the following informalities: 
Claim 1 recites "regenerating a new encryption key with an encryption key, 

encrypted data, and a hash vector based upon an encryption key." It should be rewritten 

to recites "regenerating a new encryption key with an encryption key, an encrypted data, 

and a hash vector based upon the encryption key." 

This correction should be applied to all other claims as well. 

Claims 1, 8, 10 and 15 in preamble recite "A method of providing secure 

information, the method comprising", but there is no limitation in the claims to provide 

secure information. The claims limitations provide for regenerating an encryption key. 

Therefore, the claims limitations in these claims are not for what the invention is intended 

for. 

Claim 6 and 9, in line 3 and line 4, respectively, recite "the range [1 , t-1]", where the 
t value and type have not been specified. 

Claim 7, in line 4 recites "and a received cipher" which should be changed to "and a 
received cipher record" to be consistent with the specification and to make the claim 
clearer. 

Claim 8, in line 3 recites "with n tracks of parallel encryption" which should be 
changed to "with n tracks of parallel encryption operation (or cryptographic operation)." 
Appropriate correction is required. 
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Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 8 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the Invention. 

Claim 8, in line 3 recites "encrypting n tracks of data records with n tracks of 
parallel encryption" which is an unclear statement and makes the claim indefinite. 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-3 and 5-14 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Meaden (4,642,793). 

As per claim 1 , Meaden discloses: 

A method of providing secure information, the method comprising regenerating a 
new encryption key with an encryption key, encrypted data, and a hash vector based 
upon an encryption key (see abstract, col. 2, line 64+ and Fig. 1 , where the feedback 
hashed data F which corresponds to the recited hash vector, the encryption key K and a 
data are being used to generate an output signal which corresponds to the recited a 
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new encryption key; col. 2, lines 20-22 and col. 2, line 39+, where the input data is 
applied to a data selector circuit and the output which corresponds to the recited 
encrypted data is used for the generation of the signal). 

As per claim 2, Meaden discloses: 

The method of claim 1 wherein the step of regenerating a new encryption key 
with an encryption key, encrypted data, and a hash vector based upon an encryption 
key comprises performing byte addition of an encryption key, encrypted data, and a 
hash vector based upon an encryption key (see col. 2, lines 17-36 and col. 2, line 67- 
col. 3, line 5, where the byte combination corresponds to the recited byte addition). 

As per claim 3, Meaden discloses: 

The method of claim 1 further comprising the step of hashing a hash vector 
based upon an encryption key (see col. 2, line 67-col. 3, line 5, where the feedback 
hashed signal F is hashed using the hashing key K). 

As per claim 5, Meaden discloses: 

The method of claim 1 wherein the step of regenerating a new encryption key 
with an encryption key, encrypted data, and a hash vector based upon an encryption 
key comprises: 

selecting a previously encrypted data record (col. 2, line 67+ and Fig. 1, where 
the feedback hashed signal F corresponds to the recited previously encrypted data; and 
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regenerating a new encryption l^ey witli an encryption l<ey, selected encrypted 
data, and a hash vector based upon an encryption l<ey (see claim 1 rejection above). 

As per claim 6, Meaden discloses: 

The method of claim 5 wherein the step of selecting a previously encrypted data 
record comprises: 

randomly selecting an index from the range [1, t-1] using a byte of an encryption 
key as a seed of random generation; and 

selecting the previously encrypted data record corresponding to the selected 
index. See col. 3, lines 18-43, where position of bytes corresponds to the recited index 
and the operation for transformation of bytes for hashing the data into the output 
feedback hashed signal F is an equivalent operation to the operation recited in the 
limitations of this claim. 

As per claim 7, Meaden discloses: 

The method of claim 1 wherein the step of regenerating a new encryption key 
with an encryption key, encrypted data, and a hash vector based upon an encryption 
key comprises regenerating a new encryption key with an encryption key, previously 
encrypted data, a hash vector based upon an encryption key, and a received cipher 
(see claim 1 rejection above and further Fig. 1 illustrates that another branch of data 
corresponding to the recited received cipher outputted from gate 25 is inputted to Mx 
39). 
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As per claim 8, Meaden discloses: 

A method of providing secure information, the method comprising the steps of: 

generating n encryption keys (see Fig. 1, where one hashed signal H is 
generated which corresponds to the recited one encryption key); 

encrypting n tracks of data records with n tracks of parallel encryption (see Fig. 1 
which depicts the transformation one data record D, 10, corresponding to one 
encrypting track of data record); and 

regenerating an encryption key with an encryption key, a hash vector based 
upon an encryption key, and selected encrypted data (see rejection of claim 1 above for 
the rejection of similar elements). 

As per claim 9, this claim is rejected as applied to the like elements of claim 6. 

As per claim 10, Meaden discloses: 

A method of providing secure information, the method comprising the steps of: 
encrypting a data record with a hash vector based upon an encryption key (see 

Fig. 1 , block 30, where the data is going through a hashing circuit and encrypted by 

hashing encryption key K); 

regenerating an encryption key with an encryption key and encrypted data (see 

Fig. 1 , transformer 13 regenerate the signal H corresponding to the recited encryption 

key based on the hashing encryption key K and the feedback hashed signal F which 

corresponds to the recited encrypted data). 
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As per claim 1 1 , Meaden discloses: 

The method of claim 10 wherein the step of encrypting a data record with a hash 
vector based upon an encryption key comprises performing a logic operation on a data 
record and a hash vector based upon an encryption key (see Fig. 1 and col. 4, lines 1- 
20, where the XOR operation is a logic operation). 

As per claim 12, Meaden discloses: 

The method of claim 1 1 wherein the step of performing a logic operation on a 
data record and a hash vector based upon an encryption key comprises performing an 
XOR operation on a data record and a hash vector based upon an encryption key (see 
Fig. 1 and col. 4, lines 1-20, where the XOR operation is a logic operation). 

As per claim 13, Meaden discloses: 

The method of claim 10 further comprising the step of decrypting encrypted data, 
comprising performing a logic operation on an encrypted data record and a hash vector 
based upon an encryption key (see Fig. 1 , where the output data from gate 25 
corresponds to the recited encrypted data and the feedback hashed signal F 
corresponds to the recited hash vector and col. 4, lines 1-20, where the XOR operation 
is a logic operation). 



As per claim 14, Meaden discloses: 
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The method of claim 13 wherein the step of performing a logic operation on an 
encrypted data record and a hash vector based upon an encryption key comprises 
performing an XOR operation on an encrypted data record and a hash vector based 
upon an encryption key (see Fig. 1 , where the output data from gate 25 corresponds to 
the recited encrypted data and the feedback hashed signal F corresponds to the recited 
hash vector and col. 4, lines 1-20, where the XOR operation is a logic operation). 

Allowable Subject Matter 

Claim 4 is objected to as being dependent upon a rejected base claim, but would 
be allowable if rewritten in independent form including all of the limitations of the base 
claim and any intervening claims. 



Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure, (see attached PTO-892). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ABDULHAKIM NOBAHAR whose telephone number is 
(571 )272-3808. The examiner can normally be reached on M-T 8-6. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Abdulhakim Nobahar/ 
Examiner, Art Unit 2132 

April 26, 2008 



/Benjamin E Lanier/ 

Primary Examiner, Art Unit 2132 



